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The First Endpoint Security Solution for Instant
Messaging Safety

Instant Messaging (IM) can significantly boost corporate pro-
ductivity, allowing users to exchange information more quickly
than ever. But along with convenience and efficiency, IM also
carries a serious security threat. Similar to email, IM creates an
ingress point that hackers can compromise as a conduit to
enterprise systems and data.

The threat is real and is growing extremely fast; 19 of the
top 50 malicious code threats in the first half of 2003 used IM
and peer-to-peer platforms to propagate and penetrate compa-
ny defenses* Once inside the firewall, hackers and malware
such as Smibag and Coolnow can wreak havoc on IT assets,
taking advantage of:

0 Client vulnerabilities such as buffer overflow, malicious
scripting and “social engineering” by mischievous, malevo-
lent hackers

O Network exposure including open, persistent connections
that can be exploited by worms and other bandwidth-
clogging malware

O Traffic vulnerabilities that can result in breaches of confi-
dentiality and loss of intellectual property.

IM Security: A Must-Have for Total Endpoint Security

The reality is, endpoint security without an IM-specific element
is not complete. Zone Labs® provides an ideal solution with
Zone Labs Integrity™ IM Security, the first comprehensive IM
security solution that keeps IM conversations private and
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secure, regardless of the IM service used. With it, endpoint
PCs are protected from the spammers, social engineers, hack-
ers and malware that can exploit vulnerable IM connections.
While other endpoint vendors point out the threat, none provide
the same level of comprehensive IM security.

A product module that is seamlessly integrated with
Zone Labs Integrity, Zone Labs' IM solution offers policy-based
endpoint security that is superior to other types of IM security.
Unlike port-level protection, which is easily bypassed by port-
agile IM programs and clever end-users, Zone Labs offers pro-
tocol-level protection to all incoming and outgoing traffic. And
unlike IM protection at the gateway, which doesn't protect
remote or external mobile users, can't encrypt messages and
adds a single point of failure, Zone Lab provides full security
and encryption to all users without having to maintain an addi-
tional server. Zone Labs also complements proprietary internal
solutions like Lotus® Sametime™ by allowing employees to
safely use IM to communicate outside the enterprise.

“A review of the top 50 virus and worms
over the past six months shows 19 mali-
cious code submissions used P2P and
IM applications. This is an increase of
almost 400% in only one year.”

-Symantec Internet Security Threat Report,
October 1, 2003

* Symantec Internet Security Threat Report
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Zone Labs Delivers Comprehensive Endpoint
IM Security

Until now, IT managers and administrators have had three
choices in handling IM security risks: ignore IM and remain
susceptible to its increasing security risks; attempt to block IM
and realize that existing mechanisms are easily bypassed; or
replace it with a private IM system that jeopardizes IT's pro-
ductivity and doesn't allow safe external communication.

Integrity IM Security filters, blocks and analyzes network traf-
fic, defending the enterprise from the risks of public IM usage
with “client-agnostic” protection. Regardless of the IM client
used — such as ICQ, IRC, AOL, MSN, Yahoo! or third party
clients such as Trillian — endpoint PCs are instantly protected.
Zone Labs provides transparent enforcement to end users,
allowing them to maintain productivity and continue using their
preferred IM client.

A first for endpoint security, Integrity IM Security gives IT the
flexibility to control IM-specific rules — such as allowing or dis-
allowing usage; encrypting traffic using Triple DES (168-bit)
encryption and blocking unencrypted traffic; filtering out poten-
tially dangerous content such as URLs, and

social engineers who attempt to access or gain control over
PCs and corporate networks — for example, a social engi-
neer who sends a URL link to an unsuspecting user, who is
taken to a dangerous Web site and their PC compromised.

O Message encryption: Zone Labs encrypts IMs between any
two protected clients that are connected to the same IM
service, even if the IM clients are different, e.g., it can encrypt
messages between Yahoo! Messenger and Trillian. This pro-
tects intellectual property and confidential information from
being monitored or stolen. It also optionally extends encryp-
tion beyond the enterprise by directing external contacts to
free IM encryption tools.

O Spam blocker: Zone Labs rejects IMs sent by anyone other
than a known, approved contact, shielding users from social
engineering, inappropriate content and wasted time.

O Access control: IT can permanently or temporarily shut down
IM access per IM service and/or user in real-time, as emer-
gency situations may dictate.

O Feature control: IT can either block or enable the audio and
video features of IM, and file transfer per file type.

video and music files; and providing inbound bl

threat protection.

3 Configuration
3 Users & Groups
3 Programs

2 Policy Studio

Zone Labs Delivers Best-of-Breed
IM Security

2 Integrity Monitor
2 Reports
Help

Integrity IM Security provides strong security
for all IM functions including:

O Inbound threat protection: Zone Labs
guards endpoint PCs by blocking danger-
ous IM transmissions such as invalid mes-
sages, buffer overflow attacks, unsafe
scripts and either all URLs or only exe-
cutable URLSs. It defends endpoint PCs and
files from hackers, thieves, vandals and
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Zone Labs’ point-and-click interface allows IT to easily enable and disable specific IM features.
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Detailed Reporting and Easy Management

To help IT best understand and manage enterprise IM traffic,
Zone Labs' comprehensive reporting provides in-depth and
configurable reporting per time period and user or groups of
users, including:

Who uses IM and who uses it most heavily
Security events

Features used

Match corporate ID to IM IDs

Services, clients and versions used

O o o o o

Zone Labs’ reporting also gives actionable insight into IM use
for security and HR policy enforcement and network planning.
For example, administrators can disallow use of specific client
versions upon discovery of vulnerabilities.

To ensure ongoing security, a security log records IM
security events as they occur for review from a centralized, con-
figurable location. This keeps IT informed about security events
occurring on users' PCs and records IM activity for forensic
purposes. Because Integrity IM Security is fully integrated into
the Integrity Management Console, it offers the same level of
easy, centralized management.

The Proactive Protection Your Enterprise
Needs, Now

As IM's popularity rises, so do the risks associated with enter-
prise usage. Integrity IM Security mitigates the security chal-
lenge posed by public IM services, offering essential, compre-
hensive endpoint security. With Zone Labs, IM can help pro-
ductivity soar without exposing the enterprise to IM-borne
threats, using a range of enforcement options. And because
Zone Labs' IM Security solution seamlessly integrates with
Integrity, IT can rest assured knowing that maximum IM security
can be quickly implemented and easily managed — a win-win for
both users and the IT department.

Client System Requirements

Integrity IM Security is a product module of Zone Labs Integrity
that integrates seamlessly and is priced separately. Client sys-
tem requirements include:

O Compatible with Microsoft® Windows® 98/NT4.0/2000
and XP
IBM PC or 100% compatible
Pentium Il processor 233 MHz
(450 MHz or higher recommended)
0 32 MB RAM (128 MB or higher recommended)
10 MB Hard disk space

Instant Messaging Client Support

0 AOL Instant Messenger (as supported in AIM version 4.3 or later)

O Yahoo! Messenger (as supported in Yahoo! Messenger
version 5.0 or later)

O MSN Messenger (as supported in MSN Messenger 5.0 or
later or Windows Messenger 4.7 or later)

0 ICQ (as supported in ICQ Pro 2003b and ICQ Lite,
build 1302)
IRC (as supported in mIRC 6.14)

O Third party clients such as Trillian that access the above services
Integrity version 4.5 or later is required, client and server

Availability and Pricing

IM Security for Integrity is available as an Integrity module. If
you would like to add IM Security to your existing Integrity
implementation, or would like to license both products, please
contact your Zone Labs enterprise sales team at 1-877-876-
4960 (option 1), or please complete our contact form at
www.zonelabs.com/imsecuritysales
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